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Stopping distance

(+A):—((;—A) >

a10p IS the stopping deceleration constant

Geofence controller stopping condition (first version):

= If next_position + next_stopping_distance is outside the fence, then
issue a STOP!
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Simplex architecture

Gray boxes are high-
assurance components.
The monitor controls a
switch that selects the

output of the complex
controller or the safety
»| Monitor controller.
Complex
Controller Actuator
commands
—> > Plant
Safety
Controller
Simplex
Sensor Data
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Simplex architecture for geofence
application

Position, Velocity, and Acceleration

—|{Controller —‘
) Monitor Vehicle
Control—, . [—Control—»
& Switch (UAV)
Geofence 5
Controller >TOP
Fence —»
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Modeling and analysis of the geofence

application, v0.1

= First version: UAV starts in the fence and doesn’t move
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Modeling and analysis of the geofence
application, v0.1

= First version: UAV starts in the fence and doesn’t move

= First counterexample: The fence moves!
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Counterexample (fence moves)

(41,42) Vehicle stays in the fence true falze A
a Fence_ln
b ] 1
I -2 -1 1
t 1 2 v
= _TOP
> accel
4 position A
: T E—
¥ 1
stop falze true
stop_controller true false o
4 stopping_distance
% 0 < >
y 0 v
4 velocity
X ]
¥ 0
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Modeling and analysis of the geofence
application, v0.2

= Added an assumption that the fence does not move

assume "(37-48) The fence doesn't move.":
true -> (Fence In = pre(Fence In));

= This is an example of an implicit assumption, something that was part of
my mental model but I had not written down
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Modeling and analysis of the geofence

application, v1.0

Modeled the equations for vehicle movement, stopping distance, and the
STOP condition

= Attempt to prove that the vehicle stays in the fence...
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Counterexample to v1.0

Mame Stepl  Step 2 Step 3 Step 4

Geofence_Controller_Comp
4 Geofence_Controller_Comp

A

. Acceleration_In
4 Fence_In l

| -7/800
r 0
t

> Position_In

STOP_Qut falze A

» Velocity_In P

4 next_position - —
X 0 STOP

y 0 -3/2000 ’

4 next_stopping_distance
X 0 -9,/3200000
Y 0 -9/8000  3/2000

next_position + next_stopping_distance is inside the fence, but
next_position is not
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Modeling and analysis of the geofence
application, v1.1

= Add a condition to the stopping condition that the next position is inside
the fence

guarantee "(25--STOP condition) STOP Out is true if and only if either:
1) the next stopping distance plus the next position puts
the vehicle outside the fence or
l 2) the next position puts the vehicle outside the fence™: |
(not coord plus stop dist in_ tence(next position,
next stopping distance,
Eence Tn)
or not Simplex.coord in fence(next position, Fence In)

)
<=>» STOP_Out = true;

= Attempt to prove the vehicle stays inside the fence...
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Counterexample to v1.1

Mame

4 Vehicle_Comp

K
k3
k3

]

(41,42) Vehicle stays in the fence

Acceleration_Cut
Control_In
Position_Cut
b
¥
WVelocity_Out
jerk
pre_accel
pre_pos
pre_vel
stop
stopping_distance
X
¥

4 Fenceln

b
|

r
t
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Modeling and analysis of the geofence
application, v1.2

= A sign error was inserted when the equation was modeled

_ vx(t)vmax
p(t + At) = Px(tﬂ—'(—jg&;;;;—) —
B Uy () Vimax \ L Stopping Distance

guarantee " (26, part 1 of 2) If STOP is true, the position is the
previous position 'plus' the stopping distance":
stop =>
(Position Out.x
(Position Out.y

pre pos.x(-)stopping distance.x) and
pre pos.y(-)stopping distance.y);

= Fix the sign error and attempt to prove the vehicle stays inside the
fence...
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Success!

+ (41.42) Vehicle stays in the fence
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Summary

The modeling and verification approach was useful in identifying
different kinds of errors

— Implicit assumption
— Equation errors (requirements errors)
— Modeling error (would-be implementation error?)

- We were able to find a middle ground between high-fidelity models and
the limitations of formal verification tools

Another error was found using the TRUST framework and may require a
different approach to address formally

21 | © 2017 Rockwell Collins. All rights reserved. Approved for Public Release. Case Number: 88ABW-2017-3586 Rocklalae Y ors



Backup

Rockwel//
Collins

22 | © 2017 Rockwell Collins. All rights reserved. Approved for Public Release. Case Number: 88ABW-2017-3586 Building trust every day



{3

SOARTECH

Simplex architecture for geofence
application

4 A
\elocity to Geofence Controller
Geofence Controller Comp Position_to_Geofence_Controller W
Geofence_Controller::Geofence_Controller_Sys
Position_In . i h
- Acceleration_In Acceleration_to_Geofence_Controller Vehicle_Comp
Vehicle::Vehicle_Sys
Velocity_In Acceleration_Qut Position_Out
Fence In STOP_Out Switch_Comp >
STOP_In  Switch::Switch_Sys Control_In Velocity_Out Y,
ence_to_Geofence_Controller - -
Control_Qut -
Controller Comp Control_ln Contrel_to_WVehicle
Position_In  Controller::Controller_Sys
Control_to_Switch
Velocity _In Control_Out Lo
Velocity_to_Controller y,
v
Position_to_Controller
*agree™ “agree™
9 9
L o
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Errors identified in the process

Fence moves
— found by model checker with initial version of the models

Need to consider next stopping distance with next position, rather than
current stopping distance with next position

— found in discussion, not by modeling itself

Need to add to geofence controller STOP condition (25) that we need to
check that the next position is in the fence

— model checker found this through a counterexample to the vehicle
staying in the fence

= Sign error in translating equation 26 to models

— model checker identified through a counterexample to the vehicle
staying in the fence
Rockwe

24 | © 2017 Rockwell Collins. All rights reserved. Approved for Public Release. Case Number: 88ABW-2017-3586 -
Collins



{3

SOARTECH

Equations for vehicle motion

px(t + At) = px(t) + vx(t)At

py(t + At) = p, (1) + v, (t)AL

v, (t + At) = v, (t) + a,. ()AL

if (v, (t + At) > v,,,4,) then v, (t + At) = vmax
if (v, (t + At) < —v,,4,) then v, (t + At) =

v, (t + At) = v, (1) + a, (£)AL

if(v (t + At) > v,,4, ) then vy (t + At) = Vyay
lf(v (t + At) < —Vpax) then v, (t + At) = —
a,(t +At) = a,.(t) + j, (DAL

if (a, (t + At) > a,,4,) then a, (t + At) = a4y
if(a,(t + At) < —a,,4,.) thena, (t + At) = —a
a,(t + At) = a,, (t) + j, (£)AL

if(a (t + At) > a0, ) then ay,(t + At) = Apgx
lf(a (t+At) < amax) then a,(t + At) =
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Equations for stopping

v, (t + At)vmax)

zastop
v, (t + At)vmax)

dysfop(t + At) = — ( >

astop
if P, (t + At) + dysrop (E + AL) < g; OF pu(t + AL) + diespop (t + AL) > g, OF
Dy (L + AL) + dyspp (t + AL) < gp, o1 p, (E + AL) + dyge0, (£ + AL) > g OF
P (t + At) < g, or p,.(t + At) > g, or
py(t + At) < g, or p, (t + At) > g, then

Pt +A8) = po(t) - (M)

zastop
vy (t)vmax)

zastop

dxstop (t+At) =— (

py(t+At) = p, (1) - (

v (t+At) =0
v,(t+At) =0
a.(t+At) =0
a,(t+At) =0
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