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Outline

ÅClasses of Formal Methods tools under consideration

ÅCertification Overview (DO -178C)

ÅNASA: DO -333 Case Studies

ÅNASA: Formal Methods Tool Qualification



The information contained within these slides was produced as part of NASA Contracts NNL14AA06C and NNL12AB85T

Formal methods are mathematically rigorous techniques and 

tools for the specification, design, and verification of software and 

hardware systems.

ÅTheorem Provers

ựMost powerful, most expressive FM tools

ựRequire expertise and continuous interaction to successfully use.

ÅModel Checkers

ựLess expressive than theorem provers.

ựMostly automated, but still require expertise to use successfully.

ÅAbstract Intepretation

ựVery automated, but also targeted to very specific artifacts.

ựRequire some expertise to discharge false positives.

Classes of Formal Methods
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DO - 178: Artifacts and Processes
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DO - 178: Artifacts and Processes
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DO - 178: Qualification

Software tools are essential in modern software development.

ÅRequirements management

ÅStatic analyses

ÅCode generators

ÅCompilers

ÅTest case generation

Qualification is the process of establishing trust in a software 

tool. It is required when the tool is used to satisfy certification 

requirements and the toolôs outputs are not independently 

verified.
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Formal Methods in DO - 178B (1992 - 2011)

The benefit of formal methods tools was unclear in DO -178B.

ÅThere was no specific guidance on their use.

ÅGuidance for qualifying tools (let alone FM tools) was lacking.
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DO - 178C: Updated Guidance
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Formal Methods in DO - 178C (2011 - Present)

Now there is a clear path to certification using formal methods.

ÅDO-333 provides objective -by -objective guidance.

ÅDO-330 provides comprehensive tool qualification guidance.



The information contained within these slides was produced as part of NASA Contracts NNL14AA06C and NNL12AB85T

Practical Issues

Given the new guidance there are practical issues to be 

addressed.

ÅWhich objectives can be satisfied by which tools?

Å Are there unique concerns to qualifying formal methods tools?

ÅWhat can be done to help the community adjust to formal 

methods based certifications?
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Demonstrate the use of formal methods to 
satisfy DO-178C verification objectives.
ÁTheorem Proving is demonstrated on the Pilot Flying 

Protocol (Table A.3)

ÁModel Checking is demonstrated on the FGS Mode 
Logic design (Table A.4)

ÁAbstract Interpretation is demonstrated on the 
Heading Control Law source code (Table A.5)
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