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A Prevention of damage to, protection of, and restoration
of computers, electronic communications systems,
electronic communications services, wire
communication, and electronic communication,
Including information contained therein, to ensure its
availability, integrity, authentication, confidentiality,
and nonrepudiation.

Source: DoDI 8500.01
A Cybersecurity replaced Information Assurance (IA)
A Requires independent assessment & authorization
A Cybersecurity required by law, DoD & USAF instruction
A AFLCMC mandatory process
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USAF Information Technology

Information Systems PIT IT Services Products
I I
[ I [ I
Major Enclaves PIT Systems PIT Subsystems Internal Software
Applications and Components External Hardware
Applications
Assess and Authorize Assess

Cybersecurity applies to all IT that receives, processes, stores,
displays, or transmits DoD information

Note 1: PIT = PlatforiiT: aircraft, weapons, C2, medi¢aidustrial controlsystems, etc.
Note 2: Onlyan appointed Authorizatio®fficial can authorize operation of a system
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A Insider Threat (often under-estimated)
I Disgruntled personnel
I Unintentional actions of user
I Trusted insider

A Hacker/Cracker

A Malicious Code/Viruses/Worms
I Vialink or HW/SW upgrades

A State Sponsored Cyber Attack

A DOS (Denial of Service) Attacks
I Self imposed
I Deliberate actions of others
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Threat Actors Targets of Attack
A Cybercriminals: stealing or corrupting A Banks & commercial
data for financial gain enterprises
A Script kiddies: curious & fame seeking A Easy targets and
A Computer Spy: hired to steal unprotected systems
iInformation A Corporate competitors and
A Insiders: disgruntled over job affiliates
termination A Former employers
A Cyberterrorists: defacing web sites to
spread propaganda or critical A Critical infrastructures and
Infrastructure outages and corrupt vital high profile web sites
data
A Nation State: cyber warfare A DoD Weapon Systems
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Representative Attacks and Vectors for Malicious Exploitation of Fielded Systems

= . . . .
g . Configuration, Operational Practices
- ' | Supply Chain (penetration, corruption)

Malware (downloaded, embedded)

External Mission Load Compromise

DNS Based Threats (cache poisoning)

Applications (built-in malware)

E-mail Based Threats (attachments)

Denial of Service (embedded malware) Data Leakage (via social media)

Kill Switch Activation (embedded malwate) Password Misuse (sharing)
Mission Critical Function Alteration (embedded malware)
Exfiltration (by adversary)

Network Threat Activity (host discovery)
Compromised Server Attacks (on clients)
Malicious Activity (disruption, destruction)
Auditing Circumvention (evading detection)
Web Based Threats (disclosing sensitive info)
Zero Day Vectors (vulnerabilities without fixes)

Improper File/Folder Access (misconfiguration)
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== GPS ACARS . Data
HF ADS-B Links UHF/VHF

Contractor
Laptop

A

SATCOM

Depot &
contractors

Mission

RemovabI;\

Planning Media
SW Support
Developmen

Equipmentz

Bus Data

=+ Recorder
Legend
Recorde? —
\ Memory/Loader Verifier Backshop Classified
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RMF replacing DIACAP

DISTRIBUTION A. Approved for public release: distribution unlimited
Case Number: 88ABW-2014-2406 19 May 2014 9



