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A Next steps

This project is a work Iin progress!
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Large Teams of Small UAVs

Autonomous Swarm 050 UAVs, Demonstrated on August 27, 2015 at CdRgberts

Ateam of faculty and researchers at the Naval Postgraduate School (NPS) is setting what are believed to
be world records in the realm of unmanned aerial vehicles (WARBSUAVswere successfully launched

and flown autonomously using ARSEMkeloped swarm operator interfaces. The UAVs performed basic
leaderfollower cooperative behaviors, exchanging information amongst themselves via wireless links.
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Increased Autonomy

A DARPA Collaborative Operation in Denied Environments
A Accommodatdarge uncertaintyand dynamic change@ue, for example, to
team attrition, sudden jamming, or appearance or disappearance of threats)
A AFRL Resilient Autonomous Systems
A Thetwo most important featuresire todemonstrate theintelligent planning
(re-planning) andearningbehavior of agents in denied environments
(A2AD) in response to an intelligent adversary

Agents Collections Red Force Operating Space
Capability

10 Blue; 10 Red agent{100's No adaptation 1 Mi?

20 Blue; 20 Red agent§100's Adaptation 1 Mi?

50 Blue; 50 Red agent{1000's No adaptation 10 Mi?

>100 total agents 1000's Adaptation 10 Mi?
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Motivation

A Future useof cooperating teams of small unmanned aerial systems (a®gad
of a single or a few largexpensive UASS.

A Anticipate UASwith increasedautonomyand learning capabilities faffective
operation in a limited communications environment.

A This presents major new challenge for test, evaluation, verification, and
validation:

A Interactionsleading tounanticipatedand possiblyindesirable emergent
behavior

A Shift fromengineeringperspective tacomplex adaptive systenperspective (e.g.,

biology)
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AFRITrustedAutonomy andVerification and Validation (V&V)

A 2015 focus arefor Machinelntelligence for Mission Focused Autonomy
(MIMFA)Program

A Confederationsof autonomous agents in complex, dynamic environment
(such as group of heterogeneous UAVs performing an ISR missaar)

be expected to manifestmergent behaviors unpredictday their
designers

A 3 topicareas related tdJnexpected/Emergent Behavior

i Detection

i Control

I Prediction

A Apossible approach is the adoption of an extensive dorsaiecific

emergentbehavior taxonomyetailing unique behaviors seen in complex
systems

A Because many envisioned medijjent systems aréecentralized, loosety
coupled federationsemergent behavior detection logic should require as
few agents and as little communication as possible.
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Trusted Autonomy Project

Northeastern University and Lockheed Martin

= A Define the problem space for undesirable emergent
behavior in DoD systems of autonomous systems

I Develop an ontology of behaviors
=) A Define C4ISR missions and scenarios

A Develop machinéearningtechniques todetect
undesirable emergent behavior

A Develop control policies to return to normal operation
A Build proof of concept simulations

A Evaluate techniques
I complexity analysis
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The Problem Space

A What is emergence?
A Centralized vs. decentralized control and monitoring
A Detecting behaviofrom observations of motion

A Developan ontology ofundesirable emergentehavior
A Analytical approach

A Experimental approach
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Flocks and Formations

=

=
=

=

=

A Alignment- agents align their heading with their neighbors
A Cohesiort agents steer towards a group of neighbors
A Separatior; agents steer away from their neighbors if they get too close
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What Is Emergence?

A No universally accepted definitioof emergence exists

A & ¢ K B AlBrge body of literature that attempts tiefine and characterizemergence in varied domains
such asocial sciencg&s LIKAf 2a2LKeé |yR O2YLMzilF Gh2ylt &a0OASYyO!

i We are focusing on emergencedomputational science

A a9 Y S NBa& gny Bccuin systemsomposed ofiutonomous partsagents, whanteractin dynamic
non-deterministicways. These systems aremposed suclhhat it is possible to talk about them at two
levels;the levelof the individual agentsnficro) and the level of thglobal systenfmacro). Emergence
occurs when interactions @he microlevel result inoroperties orbehavior at themacro levebecoming
observable, and theseehaviors arerovelwith respect to the individual agerts¢ 0 h Q¢ 22t S S

Macro Level

A Macro and micro levels
i & G & that it is impossibléo
interpret a lower level explanation Recognize Emergent
without using some higher level properties and behaviors
concepts to identify what is going ){ """" } """" % """""
oné Endmechel997)

Micro Level

O'Toole E. Nallur, V., & Clarke, S. (2014, September). TowBetentralisedetection of Emergence in Complex Adaptive Systems. hA&afftive and Self
Organizing Systems (SASO), 2014 IEEE Eighth International Conference of{ppEiE

Emmeche Claus, Simgppeand FrederilStiernfelld & 9 E LI | A y kofatds SrvoStoldaB ¥ OS §3St a dé¢ W2 dzNy £ F2NJ 3Sy S
(1997)83-117
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What Is Emergence?

Type of Emergencq Feedback Between Description Examples
Macro and Micro Levels

Simple intentional

Simple unintentional

Weak stable

Weak unstable

Activatorinhibitor
systems

Complex adaptive
systems

Strong

none

none

top-down negative
(constraining)

top-down positive
(amplifying)

short term positiveJong
term negative

multiple feedbacks and
many constraint
generating processes

multiple feedbacks in 3
or more levels

intentional design,
planned interaction

average properties of
simpleparticles
interacting

coordinated patterns of
movement due to local
interactions

cascade effects

pattern formation

abrupt increase
complexity

very large jump in
complexity, major
evolutionary transition

machinessoftware
systems

thermodynamics,
avalancheswavefronts

bird flocks, schoolef
fish, ant foraging, self
organization

stock market bubble, fad.
viral news

stripes, spotscellular
automata

ecosystems, social and
scientific revolutions

emergence of lifand
culture

Fromm J. (2005). Types and forms of emergereXivpreprint nlinf0506028.
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Recent PoOSItIORhacz2ts si tts wamno

A a9 YSNH BB lydtydlLINE RAOUl 0f S¢
I Given agent behavior and environment predict an unknown (never seen
before) emergent behaviag probably not

I Given characteristic patterns predigtknown(seen before) emergent
behaviorg probably yes
A aLO A& Aprddiénerjende 8R SIR2A Iy (A YSE
i &, 2dz Odetctemngrfiedice adzy (A Y SE
I Does this mean that unexpected behavior of agents and implied scenarios like
those discussed byardand Far 2014) are just design flaws and NOT
emergent behaviors?

A a! LILINE I OK S aon @ éehtrialize@{steds ryfoRitorwith access to global
system statenformation is not possiblen systems thatre distributed and
composed entirelyf decentralized autonomous 3 Sy U a €

~r ~ Ve ~ ~ Ve

A a/ dNNByYyid RSIUSOGAZ2Y F LIWINZI OKS&a NS Y2
I Is there any hope for a model independent approach?

O'Toole E. Nallur, V., & Clarke, S. (2014, September). TowBretentralisedetection of Emergence in Complex Adaptive Systems. WA\&aitive and Self
Organizing Systems (SASO), 2014 IEEE Eighth International Conference c6{ppEHRE.

Fard F. H., & Far, B. H. (2014). On the Usage of Network VisualizatMuolf@mgent System Verification. In Online Social Media Analysis and Visualization (pp.
201-228). Springer International Publishing.
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Centralized vs. Decentralized

A What assumptions should we make about control algorithms and monitoring?
A implications for selecting scenarios and the ontology for undesirable EBs
A How much communication between UAVs and central control?
A No communicationg UAV has initial commanders intent then reacts autonomously to
new situations
A Full communications operator sends revised plar confirms autonomous reactions
to newsituations
A Howmuch communication between UAVs and ceniranitoring?
A Nocommunicationg; need aseparate set of ISR UAVs to monitor blue fdiee/&
A Fullcommunications monitor receives UAV location and internal status messages
A How much communicatiobetween local UAVs?
A Nocommunications depend on sensing nearby UAVs
A Full communicationg enables coordination and dynamic task allocation

DelleFave F. M., Rogers, A., Xu, SukkariehS., & Jennings, N. R0{2).Deploying the masum algorithm foidecentralised

coordination and task allocation of unmanned aerial vehicles for live aerial imagery collection. In Robotics and Autt@iAlipp(Q12

IEEE International Conference on (pp.-469). IEEE

Greene K., & Hofmann, M. 02006).Coordinating Busy Agents Using a Hybrid Clustekingion Approach. In AAAI Workshop, Auction
Mechanisms for Robot Coordination

Tsitsiklis J. N., & Xu, K. (2011). On the power of (even a little) centralization in distributed processing. ACM SIGMETRICSePerformanc
Evaluation Review, 39(1), 1-2B2
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Centralized vs. Decentralized

A Our current assumption:
A UAV control and monitoring will leverage information as mastpossible
from available communication
A Fall back to fully decentralized when necessary

dynamically adapting to environment

centralized control partially decentralized control decent_ralized co_ntr_ol decentral?zed control _
centralized monitoring (e.g., local group auctions) centralized monitoring decentralized monitoring
centralizedmonitoring
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Making Inferences from Observable Behavior

A Inferences about observable motion behavior with state machines and ontologies ha:
been used for human activityjonitoring FernandezCaballero et. al. 2012)

A An analogous approach can be used for UAV activity monitoring
A seeDelleFaveet. al. 2012 for example observations

A Behavior observations can come from trajectory data sent via messages or from sen:

(NE.NW) |{N\N} | (llmw.NEf
[ Sta'te1 1 (N.N) [ State2 % (NW.NE) [ Statel - :
(NE,NW) (W.E)
(E, W) |_’[ State8 1 [ Stated ,.._|| (W,E)
(E,. W) (SW.SE)
—~[. state7 |-—(SESW) [ State6 |- (>5) [ States —|
1 f S
(SE SW) (S.3) (SW,SE)

DelleFave F. M., Rogers, A., Xu, 3ukkarieh S., & Jennings, N. R0{2).Deploying the masum algorithm fordecentralisedcoordination and task allocation
of unmanned aerial vehicles for live aerial imagery collection. In Robotics and Automation (ICRA), 2012 IEEE InternédienakQ@m (pp. 469476). IEEE

FerndndezCaballerg A., Castillo, J. C., & Rodrig&énchez, J. M. (2012). Human activity monitoring by local and global finite state mackjpeet Systems
with Applications, 39(8), 6982993.
© 2016Lockheed Martin Corporation.
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Developing an ontology of undesirable emergent behavi

Analytical

ontology of undesirable emergent behavior

observable&—— categories (classes) of B Publications of EB
behavior taxonomies and examples

Experimental

ontology of undesirable emergent behavior
Selected
scenarios »  Simulations =] observable » categories (classes) of EB
and control (explore parameter space) behavior
algorithms
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Analytical Approach

A Simple taxonomy of emergent misbehavior

Thrashingg cost of switching dominates useful work

Unwantedsynchronizatiorg unanticipated situation where all agent® the same
thing at the samdime

Unwanted oscillation or periodickynefficientcycling between tasks
Deadlock stuck due to circular dependencies

Resource starvingdue to priority anomaly

Phasechange- major change in behavior for maagents

Chaotic behaviorrandombehavior

A Theseare NOT emergent behavior:

Single component bugs that break the whole system
Inherently inefficient algorithms
Insufficient resources

Mogul, Jeffrey C. "Emergentn{s) behavior vs. complex software systems." ACM SIGOPS Operating Systems Review (2006)

. ; © 2016Lockheed Martin Corporation.
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Analytical Approach

A Link classes of undesirable behaviors with observable sequences of behavior

A Observations derived from UAV position messages or ISR of friendly blue force UAVs
A Linkobservablesequences abehavior withobservableslements of behavior
A Linkobservableeslements otbehavior with movement directions

Undesirable

Observable Sequences Observable Elements

Emergent behaviors of behavior (event traces)of behavior

Unwantedsynchronization

Unwanted oscillation/periodicity sequence 1 move towards target (MTT)
sequence 2 move away from target (MAT)
SljdzSy 0SS o X move towards other UAV (MTU)

Thrashing
Deadlock
Resourcestarving

Phasechange

move away from other UAV (MAU)

move with other UAV (MWU)

Movement
directions

E
NE
N
NW
W
SW
S
SE

hover (stay in a fixed position above the

ground)(H)

| KF2GA0O 06SKI @A 2 NX

2ZAGSNI AYy | OAND
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Experimental Approach

A Choose control algorithms that are likely to be used in practice
A Foreachcontrol algorithm rursimulations to look for parameters that
cause undesirable emergent behaviors
A Alternativelywe couldf S| NJ/ épafterméddridecognized I vy 2 YI £ A S
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Experimental Approach

A Examples of undesirable emergent behavior found by simulations:

A & Lthis campaign, we fix the number of devices and let the coverage threshold
varybetween 0.5 and 0.9. Tlweverage thresholté a parameter that comes from
the probabilistic approach used to characterize the coverage of a pdime iireld
An increase of the coverage threshold for a same number of devices means, in
general, a lower probability toonsider theoint as covered. Thus, the following
diagrams present some peculiarities which are not easy to analyze and codiment
(Loscriet. al. 2014)

A Palmer et. al. 2003 describes a pathological auction behavior where performance
degrades to random in the situatiavhered |- thefagents havexactly thesame
ordering for all their choices but the agents a cof 2 OF 4 SR ®¢

A Hellstern et. al. 2012 report incidents of thrashing where memberslotla
G OK | tyel Bsition withintheF 2 N I (1 A 2 y €

Loscrj V.,Nataliziq E., & Mitton, N. (2014, April). Performance evaluation of novel distributed coverage techniques for swarms of flying
robots. In Wireless Communications and Networking Conference (WCNC), 2014 |IEEE {p83R71EEE

Palmer D., Kirschenbaum, M., Murton, 4ajac K.,KovacinaM., &VaidyanathanR. (2003, October). Decentralized cooperative auction
for multiple agent task allocation using synchronized random number generators. In Intelligent Robots and Systems, 2@083)ROS

Proceedings. 2003 IEEE/RSJ International Conference on (Vol. 2, ph96853EEE

Hellstern G., Wilson, R., & Harris, F. (2012). Adaptive motion planning approaches for small UAV flight. In Proceedings of Infotech@
Aerospace Conference.

Please contact me if you know of any other good examples.

DISTRIBUTICBTATEMENT A : Approved for Public Release, AFRL Case Ne&26888Y87 © 2015Lj’f|'|‘g?ed Martin Corporation.
ights Reserved



Experimental Approach

A Llearningd y 2 NXY I f ¢ INBIORSNGAE AlYVVEAR al y2YI £ ASaé
I Olinerand Aiken 2011 used a data analytggproach todetect whenthe
system firststrays into a pattern of behavidhat is known to likely lead to
severeproblems or a crash
ACKSNE A& y2 aiayatsS aO2NNBOGE Fy2yY
I NumentaHierarchicallemporalMemory has been used to detect anomalies in
different forms of streaming data (Hole 2016)

Adam JOliner, Alex Aiken, "Online detection of multomponent interactions in production systems”,2011, 43rd Annual IEEE/IFIP
International Conference on Dependable Systems and Networks (DSN)

Hole K. J. (2016). Anomaly Detection with HTM. In-f&agile ICT Systems (pp. 1232). Springer International Publishing.

© 2016Lockheed Martin Corporation.
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How Does All This Hibgether?

Model learned from
data from simulations
and previous missions Known good

behavior pattern

v

. Data analytics Unknown
behavior observables:— . > :
A motion/trajectories and inference behavior pattern
A internal plans/status h
Ontology ofundesirable Known bad
emergent behavior patterns behavior pattern

(model derived analytically)

© 2016Lockheed Martin Corporation.
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Scenarios

Contested/ Highly Contested/
Anti-Access Area Denial

Permissive
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To I

Strategy for Defining Scenarios

Very large number ofnissions
A Focus orsmaller number of common tasks instead of missions
Common taskbased on motion behavior
A oFiSy AYRSLISYRSyYylOd 2F GKS GeL)lS 2F Gl NEBS
A A mission consists of 1 or more common tasks
Each common task has many publislwedtrol algorithms
Control algorithms appear to be associated with 1 or more specific types of undesirable
emergent behaviors Why?
A becausecontrol algorithms usually define interactions between UAVs and interactions
are associated witkmergent behaviorgthis hypothesis needs more support)
A route generatiorandtask allocatiorinvolve distinct forms of interaction
scenarioss commontask+ control algorithm
A focus on common tasks that are highly relevant to ISR
A focus oncomplex, hybrid and decentralized control algorithfos multiple UAVS
becausahey are more likely to lead to emergebehavior
A sample algorithms with different levels of interaction
A sample algorithms for rotary wing and fixed wing UAVs
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Common Tasks

Undesirable
Missions Common Tasks Control Algorithms  Emergent behaviors

determined patterns——— Unwanted oscillation/periodicity

Counter antisatellite weapon57 search\ pre-
particle swarm optimization——Unwantedsynchronization

Suppression of enemy air defenses persistent surveillan
/ (repeated search) _
Chemical plumeletection multi-agent reactive policy Thrashing

/ track ground target Ogé
Anti-surface warfare Deadlock
\

combinatorial aucti
dynamic task aIIocatio‘n/

t N2 G SO W | dzy 3+ NR Iy | £ 32 NIePWosirrving
route surveillance
Phasechange

rendezvous L R )
| KF2U0A0 0SKI @JA

formation flight

O2YYdzy AOIF GA2Yy NBf I &X
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UAV Interaction Hypothesis

Increasedoute generatiorinteraction leads to increased probability of emergent behavior

------------------------------------------’

[ | [} [} [} [}
| | | | |
No interaction  collision UAV observes simple messages complex coordination messages
avoidance behavior (e.g., locatioh (e.g., trajectories, internal status)
of other UAVs

Increasedask assignmerihteraction leads to increased probability of emergent behavior

T

[ | ] ] ]

I | | |
operator

task assignment

simple complex auctionwith
auction auction machinelearning
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To T I

Scenario 1Search with Ladder Patterns

Searchconsists of two or more
UAVs moving around an area
looking for targets in one pass.
Laddematterns are simple
search algorithms that can be
tuned based on prior knowledge
of target location(Pitre et.al
2012).

centralized planning
decentralized collision avoidance
The figure on the right shovemn
example of what the paths may
look like.

Pitre, R. R., Li, X. R.B&lbalzg R. (2012). UAV route planning for joint search and track missiansnformatiorrvalue approach. Aerospace and Electronic
Systems, IEEE Transactions on, 48(3),-2565.
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Scenario 2Search with the Cooperative Hunting Algorithm

—_—
A Cooperativehunting is a hybrid —_—
pattern based algorithm for _—

searcifMcCuneandMadey, 2013
A Currently centralized but
future versions could be
decentralized
1. UAVsentries are assigned to
partition the search area.
2. partitionsare searched with
either a SWEEP pattern or a
Parallel Path Search pattern.

McCune R. R., &Madey, G. R. (2013, April). Agebased simulation of cooperative hunting with UAVs. In Proceedings of the-Birected Simulation
Symposium (p. 8). Society for Computer Simulation International
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