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Establishing Certifiable Trust  
   in Autonomy: V&V of Complex  
     Adaptive Cyber-Physical Systems 

Developing ways to establish ñcertifiable trustò in emerging highly adaptable autonomous systems 
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What Do ñS5-Enabled Systemsò Involve? 
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U.S. Air Force ñTechnology Horizonsò 
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Growth of Complex Adaptive Systems 

Â DoD is in early stages of a transformation to 

far greater use of autonomous systems and 

processes; beyond just unmanned vehicles 

Â Capability increases, workforce efficiencies, 

and cost reductions are possible through 

increased use of autonomous systems 

Â Dramatic increase in range of systems and 

processes where autonomous reasoning and 

control can be applied 

Â Autonomous systems are inherently based on 

system self-awareness and adaptability to 

adjust system to maximize its capability 

Â S&T to establish ñcertifiableò trust in highly 

adaptible autonomous systems is a key to 

enabling this transformation 

Â Traditional ñfault managementò approaches 

must be substantially re-engineered to enable 

ñflexibly autonomousò systems in a wide 

range of DoD and civil applications 
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Â 5th-generation fighter A/C are deeply 

integrated software-driven systems 

Â Overwhelming majority of functions  

are driven autonomously by software 

Â Software development and validation 

account for over 50% of costs 

Â DoD systems (adaptive radars, UCAVs, 

etc.) are now increasingly autonomous 

Â Premium cars today are controlled by 

O(100) interconnected ECUs 

Â E.g., autobraking, lane drift warning, 

autonomous parallel parking, etc. 

Â 70% of development costs and 40% of 

production costs are software systems 

Â Systems today are highly federated 

but subsystem interactions are 

increasing 

Examples: Complex Adaptive Systems 
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Examples: Complex Adaptive Systems 

AT&T Global Network Operations Center 

FAA NextGen ATC Smart Grid 
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Examples: Complex Adaptive Systems  

Â Planned manned and unmanned aircraft systems 

with high levels of adaptability and autonomy 

Â Aircraft control system allows self-adaptation to 

battle damage, component failures, etc.  

Â Can apply to aircraft structure, control surfaces, 

avionics, or even to changing threat environment  

Â On-board real-time reconfiguration of aircraft 

control system to maximize remaining capability 

Â Involves adaptive guidance and control (AG&C) 

system with autonomous high-level reasoner 


