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Software Security Assurance:  
Software Supply Chain Risk 
Management
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Public/Private Collaboration Efforts for 
Software Supply Chain Risk Management



Interdependencies Between Physical & Cyber Infrastructures

Requires Convergence of Safety, Security and Dependability

In an era riddled with asymmetric cyber attacks, claims about system reliability 

and safety must include provisions for built-in security of the enabling software

High Reliability and Human Safety Critical Software 
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Cyber Infrastructure:

Critical to National and Economic Security
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Illustrative examples only -- not all inclusive

Cyber Infrastructure represents the convergence of information 

technology and communications systems, is inherent to nearly every 

aspect of modern life
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Today Everythingôs Connected

When this Other System gets subverted 

through an un-patched vulnerability, a mis-

configuration, or an application weaknessé

Your System is 

attackableé
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Interdependencies Between Physical & Cyber Infrastructures:

Requires Convergence of Safety, Security and Dependability

-- Need for secure software applications


